X ’O ole o .

" . FePOWER

[ Otelsr dzgs €
Jjukh d2 ddzyj dzjto

AUy )

+3 «
i ‘E’ £4', e
€t | :

L



Komnanns KOMIIMNT

C nomoLLbHo Yero O0poTLCA C LieneHanpasneHHbIMA
yrposamm’?

MuHumym Hennoxo Obl NpeanbHoO

« MCO n IPS « NAC  AHanum3 ceTeBoro

« CermeHTauusa ceTu * KoHTponb Tpaduka
« CUCTEMbI KOHTPOISA NPUNOXEHUN  PaccnenoBaHue
noctyna B HTepHeT (4epHble/Oenble WHUMOEHTOB

« 3awwrTa MNMK/HoyTBYKOB CNVCKM) * AHanua cogep>XMmMmoro
MC3/IPS cnegywouiero « ADanTUBHbIN

MOKoNeHusd KOHTpOsb gocTyna
SIEM e Cuctema

3awmTa MobUNbHbIX oOHapyxeHuns bpeLuen
YCTPOUCTB (BDS)
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[Tpobnemsbl ¢ TpaguunoHHbiMmn NGFW

ToyeuHbie NpPoaYKTbI

q CITOXKHOCTD,

ibIA OTKIUK,
)€ yrnpaBsrieHune,
HU3Kasn
PE3YNbTaTMBHOCTb

OABUHYTLIE Yrpo3bl
ocTarTCcH
He3zaMeyeHHbIMU
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PesynbraT neyaneH — notpeduTtenb NpourpbiBaeT

CexkyHabl| MuHytbl | Yachl OHn | Hepenun | Mecsubl

7 3

Banomsbl OT aTaku [0 ‘
OCYLLleCTBJ'IHIOTCH 3a KoMnpomMmerauum

MUHYThI

10% 75%

Ot KOMrpomeTauuu a0 ‘ Q

yTEYKU

.

Ot yTe4dkmn oo
OBHapyxeHue n oBHapyxeHus

yCTpaHeHne
3aHUMaeT Hegernun n
Ot obHapyxeHus o

MeCALUbI nokanusauun u
ycTpaHeHus

BpemeHHasi wikana cobbimuti 8 % om
obwezo Yucna 83/10M08
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OBOMOLINA MEXaHM3MOB Oe30MacHOCTU
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Crtatnyeckue BwmewartenbctBo [lonyaBTo- OuHamu- MexaHU3MbI
MeXaHU3MblI YyernoBeka MaTuyeckue yeckue Ha OoCHoBe
MeXaHU3MbI NPOrHo3upo-
BaHUA
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Snort®-based IE > infiin

| 92 Patents Awarded or Pending World-Class Vulnerability Research Team (VRT™)
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Cisco: B LleHTpe BHMMaHNA — 0e30nacHOCTb!

ggggg eTeHne komnaHum Sourcefire KonnekTueHble uccnegosaHus Cisco —
nogpasgeneHue Talos Mo UCCIELOBaHUIO U

Mf]re' « Beaywe B otpacnu COlNB HOBOro NokoneHus aHanuay yrpos

* MOHUTOPUHI CETEBOW aKTMBHOCTH : ,,
+ MNMoapasaeneHune Sourcefire No uccnegosaHuio yaseumocten — VRT

» Advanced Malware Protection )
2 + MNMogpazaeneHe Cisco no uccnegoBaHuio U MHPopMUpoBaHuo 06
» Pa3paboTku oTena no uccneqoBaHuio yA3BUMOCTEN yrpozax — TRAC

(VRT) MoapasaeneHne Cisco no 6e30nacHoCTU NPUNOXEHNI — SecApps
* WHHoBauwmm B MO ¢ OTKPbITLIM UCXOAHBLIM KOLOM APasa P PP

(TexHonorva OpenApplD) J

AMP + FirePOWER
AMP > ynpasngemas 3alura oT yrpo3

2013 2014 f_ }]'

o KonnekTuBHbIi aHann3 BpeOHOCHOTO
Cognitive + AMP Koga > Cuctema KomnnekTUBHON
MH(OPMaLMOHHON BE30NacHOCTY

cu SE MpuobpeTteHune komnaHum Cognitive NMpuobpeTeHUEe KOMMAaHUN oy “‘Thfﬁ,sﬂ,ﬁﬁag@
o = Security ThreatGRID GF 0 "R e s
« MNepepoBas cnyx0ba uccnegosaHuii + KonnekTueHbI aHanus

- YNyuLUeHHblE TEXHONOrMM NOBEAEHYECKOro BPEAOHOCHOTO KoAa
aHanusa B pexvime peanbHOro BpemMeHu * AHanus yrpos
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YT0 He Tak ¢ npexxHuMmn MCO HOBOro NOKONeHNA?

DoKycMpyIoTCS Ha MPUMOXEHNSX. .. W ERITRTIT e yrnyckawT 13 snaga

0100 11 | yrposy

0 10011 101 010011101 1*(1110001110 1001 1101 1110011 0110011 101000 0110 0O

01 100011101001110#‘)01 1100 0111010011101 1100001110001110 1001 1101 1110011#&011 10

MpexHue MC3 HoBOro NnokoneHus Mornu YyMeHbLUTL 0bnacTb ataku, HO yCoBEpLUEHCTBOBAHHbLIN
BPEOOHOCHbIN KO YacTo obxoaun 3alUTHbIE MEXaHU3MBbI.
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CoBpeMeHHbIV NaHAawaT yrpo3 TpebyeT 0onbLUEro, Yem
MPOCTO KOHTPOMb NPUNOXEHNI

-+ 100%

KomMpomeTaLui opraHn3auunn noakrnk4arTCAH

OCTalTCA HE3aMEeYEHHbIMY K jOMEHaM, cofepiKallim
MecsiL amMu BpeLOHOCHbIE dharnbl Unu cnyxobig

Llenoe coobujecmeo 3/10yMbilIeHHUKOS
OCTaeTcs HepacKpbITbiM, Oyay4n y BCEX Ha B
OHU CTPEMUTESNBHO aTaKylT U OCTAKTCH
HeynoBUMbIMU
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KomMmnnekcHas 3aLiuTa OT yrpo3 B TEYEeHME BCEro
YXM3HEHHOIO LiMKNa aTaku

YXU3HEeHHbIN LUUKI aTakun

0O ATAKHU BO BPEMHA NMOCHE

YkpenneHue 3awumTa BoccTaHoBrieHune

ATAKHU ATAKHU
WccnenosaHue
BHenopeHue Ob6HapyxeHue Jlokanusayus
MONMUTUK BnokuposaHue MN3onuposaHue
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TepmuHan MobunbHoe ycTpoicTBo BupTyanbHas MallunHa

= OO

3alyuTa B MOMEHT BpeMeHM HenpepbiBHas 3awuTa
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